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eLearnSecurity Junior Penetration Tester Practice Test Questions and Answers

3. What does SQL injection attack primarily target?

1. What is the first phase in a penetration testing methodology?

2. Which tool is commonly used for network scanning and host discovery?

4. What is the purpose of a vulnerability assessment in penetration testing?

A) Microsoft Word

B) Nmap

C) Adobe Photoshop

D) Calculator

A) Network routers

B) Database-driven web applications

C) Email servers

D) Printers

A) Exploitation

B) Information gathering and reconnaissance

C) Post-exploitation
D) Reporting

A) To damage the target system

B) To identify security weaknesses and potential attack vectors

C) To install malware

D) To delete system files

Answers: 1-B 2-B 3-B 4-B
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