SSCP Certification Practice Test Questions and Answers

1. In IAM, what is 'role explosion'?
A) A DDoS attack on an RBAC system
B) An excessive proliferation of roles making management unmanageable
C) Automatic escalation of user privileges
D) A misconfiguration in Active Directory

2. Which architecture best encapsulates Ethernet?
A) A bus
B) A ring
C) A star
D) A mesh

3. What is 'privilege creep' in the context of identity management?

A) Deliberately elevating privileges for an attack

B) Accumulation of access rights beyond what a user currently needs
C) A virus that steals administrator credentials

D) The automatic expiration of temporary access

4. Which of the following is an example of biometric authentication?

A) Smart card

B) One-time password
C) Fingerprint scan

D) Security question

Answers: 1-B 2-A 3-B 4-C
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