
SE Practice Test Questions and Answers

1. What is the principle of least privilege?

A) Users receive all permissions by default

B) Users should have only the minimum access required to perform their job

C) Admins should not require passwords

D) All data is publicly readable

2. What is a security baseline and how is it used?

A) The minimum traffic volume before triggering an alert

B) A documented minimum set of security controls all systems must implement

C) The starting cost of a security program

D) A benchmark comparing two security vendors

3. What is key escrow in the context of cryptography?

A) Deleting encryption keys after use

B) Storing a copy of encryption keys with a trusted third party for authorized recovery

C) Using the same key across multiple users

D) Generating keys from passwords

4. What is a Certificate Revocation List (CRL) used for?

A) Listing all issued certificates

B) Publishing certificates that have been revoked before their expiry

C) Renewing expired certificates

D) Storing private keys

Answers: 1-B 2-B 3-B 4-B
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