
SDL Practice Test Questions and Answers

1. What is the primary goal of the Secure Development Lifecycle (SDL)?

A) To reduce development costs

B) To integrate security throughout the software development process

C) To accelerate software deployment

D) To eliminate the need for testing

2. During which SDL phase should threat modeling be conducted?

A) Implementation

B) Testing

C) Design

D) Deployment

3. What is the purpose of static code analysis in SDL?

A) To improve code performance

B) To identify security vulnerabilities in source code

C) To generate documentation

D) To optimize database queries

4. Which of the following is a key component of SDL security requirements?

A) User interface design

B) Authentication and authorization

C) Marketing strategies

D) Database optimization

 

Answers: 1-B 2-C 3-B 4-B
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