
PenTest+ Practice Test Questions and Answers

1. What is a zero-day attack?

A) An attack that occurs after a patch is released.

B) An attack targeting an unpatched, unknown vulnerability

C) An attack that uses social engineering.

D) An attack that tests physical security.

2. What is privilege escalation?

A) Limiting user permissions.

B) Gaining higher-level access privileges

C) Preventing unauthorized access.

D) Removing system vulnerabilities.

3. What should a penetration test report include?

A) Only the list of vulnerabilities.

B) A detailed analysis of vulnerabilities and suggested remediation

C) The time spent on each test.

D) The cost of conducting the test.

4. What is 'double pivoting' in penetration testing?

A) Exploiting two different vulnerabilities on one host simultaneously

B) Chaining two compromised hosts to reach a third, deeper network segment

C) Using two Metasploit sessions on the same target

D) Running two reverse shells in parallel for redundancy

Answers: 1-B 2-B 3-B 4-B
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