PCIP Practice Test Questions and Answers

. What is data masking used for?
A) Encrypt files

B) Protect data backups

C) Conceal sensitive data

D) Generate usernames

. Which encryption method uses two keys?

A) Symmetric encryption
B) Asymmetric encryption
C) Binary encryption

D) Block cipher

. Why is encryption important in PCI DSS?

A) It improves battery life
B) It hides error messages
C) It protects data in transit
D) It speeds up connections

. What does VLAN stand for in networking?

A) Virtual Link Access Network

B) Virtual LAN

C) Verified LAN

D) Virtual Logic Architecture Node

Answers: 1-C 2-B 3-C 4-B
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