Network Security Expert Practice Test Questions and Answers

1. Which type of attack involves overwhelming a network or server with excessive traffic?
A) SQL Injection

B) Distributed Denial of Service (DDoS)

C) Cross-site Scripting (XSS)
D) Man-in-the-Middle

2. What is the primary purpose of a firewall in network security?
A) To encrypt data transmission
B) To monitor and control network traffic
C) To back up network data
)

D) To improve network speed

3. Which protocol provides secure communication over the internet?
A) HTTP

)

B) FTP
C) HTTPS
D) SMTP

4. What does IDS stand for in network security?

A) Internet Data Security

)

B) Intrusion Detection System

C) Internal Database System
)

D) Information Display Service

Answers: 1-B 2-B 3-C 4-B
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