
NSE Practice Test Questions and Answers

1. What does CVSS stand for?

A) Common Vulnerability Security Standard

B) Critical Vulnerability Score System

C) Common Vulnerability Scoring System

D) Computer Virus Severity Scale

2. What is defense in depth?

A) Having a single firewall

B) One-time authentication

C) Multiple overlapping security mechanisms

D) No user restrictions

3. What is post-incident analysis?

A) Legal compliance

B) Root cause identification

C) Disabling security

D) User survey

4. What is zero-day vulnerability?

A) A vulnerability that is 0 bytes in size.

B) A vulnerability known by the vendor for over a year.

C) A vulnerability discovered and patched immediately.

D) A vulnerability not yet known to the vendor or public

Answers: 1-C 2-C 3-B 4-D
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