ISC2 CC Practice Test Questions and Answers

1. What does the CC in ISC2 CC certification stand for?
A) Cyber Certificate
B) Certified in Cybersecurity
C) Computer Compliance
D) Cloud Computing

2. Which security principle focuses on ensuring data is only accessible to authorized users?
A) Integrity
B) Confidentiality
C) Availability
D) Authentication

3. What is the primary purpose of access controls in cybersecurity?

A) Improve system performance
B) Manage and restrict user permissions
C) Reduce network costs

D) Increase storage capacity

4. Which type of attack involves tricking users into revealing sensitive information?
A) DDoS attack
B) Social engineering
C) Buffer overflow
D) SQL injection

Answers: 1-B 2-B 3-B 4-B
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