ISA - Information Security Analyst Certification Practice
Test Questions and Answers

1. What is residual risk?

A) Risk that has been completely eliminated.
B) Risk that remains after mitigation efforts.
C) Risk transferred to an insurance provider.
D) Risk ignored by management.

2. What does PCI DSS stand for?

A) Personal Computer Information Disclosure Security Standard
B) Payment Card Industry Data Security Standard

C) Public Cybersecurity Incident Detection System

D) Private Compliance and Information Security Directive

3. What is the goal of the Biba Model?

A) To ensure confidentiality
B) To protect data integrity
C) To enable anonymous access
D) To bypass authentication

4. What is a kill chain in threat analysis?
A) A list of terminated employees
B) A sequence of stages in a cyberattack
C) A hardware component in servers
D) A compliance document

Answers: 1-B 2-B 3-B 4-B
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