
ISAC Practice Test Questions and Answers

1. What is preventive maintenance?

A) Scheduled maintenance performed to prevent breakdowns before they occur

B) Repairs done after equipment fails

C) Maintenance performed only when requested by management

D) Cleaning equipment at the end of each shift

2. What is a zero-day vulnerability?

A) A vulnerability discovered and patched immediately

B) A flaw that attackers exploit before the vendor is aware of it

C) A virus that spreads within 24 hours

D) An outdated software vulnerability

3. What is a strong password policy?

A) Requiring users to change their passwords monthly

B) Requiring passwords to be at least 8 characters long, with a mix of letters, numbers, and symbols

C) Allowing users to reuse old passwords

D) Requiring passwords to contain only letters and numbers

4. When should a scatter plot be used?

A) To examine the relationship between two continuous variables

B) To compare categories

C) To show proportions of a whole

D) To display time series data only

Answers: 1-A 2-B 3-B 4-A
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