
ICS Practice Test Questions and Answers

1. How should security incidents be handled?

A) Following an established incident response plan with documentation

B) Fixing the issue and not reporting it

C) Waiting to see if it happens again

D) Blaming the affected user
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3. What is the principle of least privilege?

A) Granting users only the minimum access necessary to perform their duties

B) Giving all users administrator access for convenience

C) Restricting access only for external users

D) Removing all access until requested
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Answers: 1-A 2-A 3-A 4-A
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