
ICND1 Practice Test Questions and Answers

1. What is the primary function of a VPN?

A) To improve network speed.

B) To provide secure remote access to a private network

C) To share files over the internet.

D) To assign IP addresses dynamically.

2. What does a subnet mask do in networking?

A) It encrypts data in the network.

B) It divides the IP address into network and host parts

C) It prevents unauthorized network access.

D) It defines the routing table.

3. What is the purpose of VLANs in networking?

A) To increase the speed of the network.

B) To segment a network into smaller, isolated networks

C) To allow more devices to connect to the network.

D) To assign IP addresses dynamically.

4. Which of the following is a private IP address?

A) 192.168.1.1

B) 8.8.8.8

C) 172.256.256.256

D) 64.233.160.0

Answers: 1-B 2-B 3-B 4-A
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