GWAPT Practice Test Questions and Answers

. What is SQL injection?

A) A method of hacking passwords.

B) A form of cross-site scripting.

C) A vulnerability that allows database manipulation
D) A method of stealing session cookies.

. What is the OWASP Top Ten?

A) A list of the most common coding languages.

B) A list of the top ten web application security risks
C) A list of the best penetration testing tools.

D) A list of the best cybersecurity firms.

. What is a session hijacking attack?

A) Stealing user credentials.

B) Intercepting and stealing session tokens
C) Accessing an unencrypted database.

D) Bypassing authentication systems.

. What is Cross-Site Request Forgery (CSRF)?

A) A method of stealing user credentials.

B) Forcing users to access malicious websites.

C) Tricking an authenticated user into performing unwanted actions
D) Hijacking user sessions.

Answers: 1-C 2-B 3-B 4-C
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