GRID - GIAC Response and Industrial Defense Practice
Test Questions and Answers

1. What is a key feature of the Triton malware?
A) Encrypts user files
B) Targets safety systems
C) Spams phishing emails
D) Logs keystrokes

2. What is the role of an industrial DMZ (iDMZ)?
A) To store backups
B) To accelerate firmware deployment
C) To control data flow between networks
D) To replace firewall functions

3. What is a major challenge in ICS incident response?
A) Availability of antivirus software
B) Difficulty identifying PLC brands
C) Balancing security and operational continuity
D) Lack of network cabling

4. Why is network segmentation critical in ICS defense?
A) To reduce cable requirements
B) To allow remote access
C) To isolate threats and improve control
D) To enable multicast routing

Answers: 1-B 2-C 3-C 4-C
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