GIAC Certification Practice Test Questions and Answers

1. What is file carving in digital forensics?

A) Encrypting files for secure transport

B) Recovering files from unallocated disk space based on file signatures
C) Splitting large forensic images into smaller chunks

D) Verifying file integrity with hashes

2. What is fuzzing in the context of exploit research?

A) Obfuscating shellcode to evade antivirus

B) Automatically generating malformed input to discover software crashes and vulnerabilities
C) Analyzing binary code without source code

D) Emulating CPU instructions for debugging

3. What does the GWAPT exam primarily test candidates on?
A) Network penetration testing
B) Web application security assessment and exploitation
C) Mobile application security
D) Cloud infrastructure security

4. What is the Master File Table (MFT) in NTFS forensics?

A) A log of all network connections

B) A database containing metadata for every file and folder on an NTFS volume
C) A record of all user login events

D) A list of installed software

Answers: 1-B 2-B 3-B 4-B
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