
GASF Practice Test Questions and Answers

1. What is 'GrayKey' in the context of iOS forensics?

A) An open-source jailbreak tool

B) A hardware device used to brute-force iOS passcodes

C) An iCloud extraction service

D) A file system analysis framework

2. What is the purpose of a write-blocker in mobile forensics?

A) To prevent the examiner from writing incorrect reports

B) To prevent any write operations to the evidence storage during acquisition, preserving its original

state

C) To block Wi-Fi writes during cloud backup acquisition

D) To prevent app data from being overwritten by background processes

3. What is 'Over-the-Air (OTA) extraction' in mobile forensics?

A) Extracting data from the device via Bluetooth proximity

B) Acquiring device data from cloud services or MDM solutions without physical device access

C) Using cellular signals to extract baseband data

D) Intercepting unencrypted Wi-Fi traffic from the device

4. Where does Android's SMS/MMS data get stored on most devices?

A) /data/data/com.android.providers.telephony/databases/mmssms.db

B) /sdcard/Messages/sms.db

C) /system/telephony/messages.db

D) /data/sms/messages.sqlite

Answers: 1-B 2-B 3-B 4-A

For More GASF Questions and Answers FREE, GASF Online Prep Training,

GASF Exam, GASF Study Guide, GASF Flashcards, GASF Quizzes visit:

GASF Practice Test

Practice Test Geeks © All Rights Reserved

https://practicetestgeeks.com/gasf-test
https://practicetestgeeks.com/

