
Ethical Hacking Practice Test Questions and Answers

1. What is 'smishing'?

A) Phishing via social media direct messages

B) Phishing via SMS text messages

C) Phishing using fake email signatures

D) Phishing targeting senior management

2. What is 'wardriving'?

A) Hacking wireless networks using a car antenna

B) Driving around to discover and map wireless access points using a laptop and antenna

C) Jamming wireless signals from a moving vehicle

D) Intercepting cellular communications from a car

3. What is a CSRF attack?

A) Injecting scripts into a web page

B) Forging requests from an authenticated user's browser

C) Stealing session cookies via XSS

D) Bypassing login with SQL injection

4. What does a keylogger do?

A) Encrypts files on the infected system

B) Records keystrokes to capture passwords and sensitive input

C) Deletes files to cause data loss

D) Creates a backdoor for remote access

Answers: 1-B 2-B 3-B 4-B
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