EJPT Practice Test Questions and Answers

1. Which tool is commonly used for network reconnaissance during the information gathering phase?
A) Wireshark
B) Nmap
C) Metasploit
D) Burp Suite

2. What is the primary purpose of SQL injection attacks?
A) To crash the web server

B) To manipulate database queries and access unauthorized data
C) To steal network packets

D) To perform denial of service attacks

3. Which port is typically associated with SSH (Secure Shell) protocol?
A) Port 21
B) Port 22
C) Port 80
D) Port 443

4. What does the term "privilege escalation" refer to in penetration testing?

A) Gaining higher-level access rights on a compromised system

B) Scanning for open ports

)
)
C) Creating backdoors
D) Encrypting network traffic

Answers: 1-B 2-B 3-B 4-A
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