Cybersecurity Nexus Certification Practice Test Questions and Answers

1. What is the primary goal of a cybersecurity framework?

A) Increasing system complexity

)
B) Providing structured approach to manage and reduce cybersecurity risks
C) Eliminating all technology use

)

D) Reducing employee productivity

2. Which of the following is considered a critical component of incident response?
A) Ignoring security alerts

)
B) Preparation, identification, containment, eradication, recovery, and lessons learned
C) Deleting all logs

)

D) Shutting down all systems permanently

3. What is the principle of least privilege in cybersecurity?
A) Giving all users administrator access
B) Providing users with only the minimum access rights needed to perform their job functions
)
)

C) Removing all access controls

D) Sharing passwords among team members

4. Which type of attack involves overwhelming a system with traffic to make it unavailable?
A) Phishing

)
B) Distributed Denial of Service (DDoS)
C) Social engineering

)

D) Password spraying

Answers: 1-B 2-B 3-B 4-B
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