Cyber Security Jobs Practice Test Questions and Answers

1. What does PCI DSS govern?

4.

A) Security standards for organizations that process credit card payments
B) Environmental regulations for data centers

C) US export controls for encryption software

D) Rules for government contractor cybersecurity

. What is a security audit?

A) A systematic evaluation of an organization's security posture against a defined standard
B) An automated malware scan

C) A penetration test that uses real exploits

D) A real-time network traffic analysis

. What is a SOC 2 report used for?

A) Demonstrating that a service provider's controls meet trust service criteria for security,
availability, and confidentiality

B) Filing quarterly financial statements with the SEC
C) Documenting physical facility access logs
D) Certifying compliance with HIPAA privacy rules

What is a DMZ in network architecture?

A) A subnetwork that exposes external-facing services while isolating the internal network
B) A type of encryption algorithm

C) A malware category

D) A password policy standard

Answers: 1-A 2-A 3-A 4-A
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