CySA Practice Test Questions and Answers

1. What does CySA+ stand for?
A) Cybersecurity Analyst+

)
B) Cyber Systems Administrator+
C) Cyber Security Assessment+

)

D) Cyber Safety Analysis+

2. Which tool is commonly used for network traffic analysis and packet capture?

A) Nmap

B) Wireshark
C) Metasploit
D) Burp Suite

3. What is the primary purpose of a SIEM system?

A) Network routing
B

)

) Security information and event management
C) Database administration

)

D) Web development

4. Which phase of incident response involves containing the security incident?

A) Preparation

B) Detection and Analysis

C) Containment, Eradication, and Recovery
D) Post-Incident Activity

Answers: 1-A 2-B 3-B 4-C
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