Certified DevSecOps Professional Practice Test Questions and Answers

1. What is the primary goal of implementing DevSecOps in software development?

A) To slow down the development process
B

)
) To integrate security practices throughout the entire development lifecycle from planning to deployment
C) To eliminate all testing phases

)

D) To reduce team collaboration

2. Which practice is essential for "shift-left" security in DevSecOps?
A) Conducting security tests only at the end of development

B) Implementing automated security testing early in the development pipeline and during code commits
C) Ignoring security during development

D) Manual security reviews once per year

3. What is the benefit of using Infrastructure as Code (laC) in DevSecOps?

A) It eliminates the need for security controls

)
B) It enables consistent, repeatable, and auditable infrastructure deployments with built-in security configurations
C) It makes systems more vulnerable

)

D) It requires manual configuration each time

4. Which tool category is most important for implementing continuous security monitoring in DevSecOps?
A) Word processing software

)
B) SAST (Static Application Security Testing), DAST (Dynamic Application Security Testing), and IAST tools
C) Graphic design tools

)

D) Presentation software

Answers: 1-B 2-B 3-B 4-B
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