Certified Cloud Security Professional CCSP Exam Practice Test Questions and Answers

1. Which domain covers cloud architecture and design security in the CCSP CBK?
A) Domain 1: Cloud Concepts, Architecture and Design
B) Domain 2: Cloud Data Security
C) Domain 3: Cloud Platform & Infrastructure Security
D) Domain 4: Cloud Application Security

2. What is a key security consideration for multi-tenancy in cloud computing?
A) Shared resources increase performance
B) Tenant isolation and data segregation
C) Lower costs for all tenants
D) Simplified management

3. Which cloud service model gives the customer the most control over security?
A) Software as a Service (SaaS)
B) Platform as a Service (PaaS)
C) Infrastructure as a Service (laaS)
D) All models provide equal control

4. What is the primary purpose of a Cloud Access Security Broker (CASB)?
A) To replace firewalls

B) To provide visibility and control over cloud applications and data
C) To eliminate the need for encryption

D) To manage physical security

Answers: 1-A 2-B 3-C 4-B
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