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Certificate of Cloud Security Knowledge CCSK Practice Test Questions and Answers

3. What does "data at rest" refer to in cloud security?

1. What is the Cloud Security Alliance (CSA) known for in cloud security?

2. Which CSA framework provides security guidance for cloud computing?

4. Which encryption method is recommended for data in transit in cloud environments?

A) No encryption needed

B) TLS/SSL encryption

C) Basic authentication only

D) Physical security only

A) Cloud Controls Matrix (CCM)

B) ISO 27001

C) NIST Framework

D) SOC 2

A) Cloud service provider auditing only

B) Developing cloud security best practices and frameworks

C) Selling cloud security products

D) Regulating cloud providers

A) Data being transmitted over networks

B) Data stored on disk drives, databases, or other storage media

C) Data being processed in memory

D) Data being deleted

Answers: 1-B 2-A 3-B 4-B
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