CSLLP - Certified Secure Software Lifecycle Professional
Practice Test Questions and Answers

1. A trusted computing base (TCB) refers to:

A) The set of all hardware, firmware, and software critical to enforcing the security policy
B) An external audit firm that validates software security

C) The baseline configuration of a hardened operating system

D) A cryptographic module certified by NIST

2. What is the primary goal of defense in depth?

A) Eliminate all vulnerabilities in software

B) Layer multiple security controls so that failure of one does not compromise the system
C) Encrypt all data at rest and in transit

D) Perform regular penetration testing

3. What does the OWASP Top 10 primarily represent?

A) The ten most common programming languages used in web development
B) A list of the ten most critical web application security risks

C) The ten required controls for PCI DSS compliance

D) A ranking of the ten most dangerous malware families

4. What is the primary goal of penetration testing?
A) To measure application performance under high load

B) To actively exploit vulnerabilities in a controlled manner to assess the real-world impact of
security weaknesses

C) To verify that all unit tests pass in the CI/CD pipeline
D) To ensure compliance with coding standards

Answers: 1-A 2-B 3-B 4-B
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