CREST Practice Test Questions and Answers

. What is SQL injection?

A) A method for optimizing database queries.

B) An attack that manipulates SQL queries to access or modify data
C) A way to speed up SQL processing.

D) A technique to create secure databases.

. What is defense in depth?

A) Layering multiple security controls so that failure of one does not compromise the whole system
B) Using a single highly secure firewall

C) Encrypting all data at rest and in transit

D) Conducting regular penetration tests

. What is penetration testing?

A) A process to improve the hardware of a system.

B) Simulating attacks on a system to identify vulnerabilities
C) A method for improving system performance.

D) A way to install antivirus software.

. What is Cross-Site Scripting (XSS)?

A) A method to optimize web page loading.

B) An attack where malicious scripts are injected into web pages
C) A technique for designing web pages.

D) A way to improve website usability.

Answers: 1-B 2-A 3-B 4-B
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