
CIW Practice Test Questions and Answers

1. What is phishing?

A) A method to speed up network connections

B) A social engineering attack using deceptive emails or websites to trick users into revealing

sensitive information

C) A type of antivirus software

D) An encryption algorithm

2. What is ransomware?

A) Software that speeds up computer performance

B) Malware that encrypts a victim's files and demands payment for the decryption key

C) A type of antivirus software

D) A tool for recovering deleted files

3. What is e-commerce?

A) Email marketing only

B) The buying and selling of goods and services over the internet

C) Electronic document management

D) Internet service provider billing

4. What is web hosting?

A) The process of designing website graphics

B) A service that stores website files on a server and makes them accessible via the internet

C) Sending newsletters to subscribers

D) A type of web browser plugin

Answers: 1-B 2-B 3-B 4-B
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