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CISSP Practice Test Questions and Answers

4. Which cryptographic concept ensures that a sender cannot deny sending a message?

3. In the context of business continuity planning, what is the Recovery Time Objective (RTO)?

2. What type of attack involves intercepting and altering communications between two parties?

1. Which security model focuses on data integrity and is primarily concerned with preventing unauthorized
modification?

A) Confidentiality

B) Integrity

C) Authentication

D) Non-repudiation

A) Bell-LaPadula model

B) Biba model

C) Clark-Wilson model

D) Chinese Wall model

A) Replay attack

B) Man-in-the-middle attack

C) SQL injection

D) Cross-site scripting

A) The maximum acceptable amount of data loss

B) The maximum acceptable downtime

C) The time to backup critical data

D) The time to implement security controls

Answers: 1-B 2-B 3-B 4-D
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