CISM Practice Test Questions and Answers

1. What is the primary focus of the CISM certification?

A) Technical security implementation

)
B) Information security management and governance
C) Network security monitoring

)

D) Penetration testing

2. Which of the following is a key component of an information security strategy?
A) Firewall configuration

)
B) Business alignment and risk management
C) Antivirus software selection

)

D) Password complexity requirements

3. In incident response, what is the first priority during a security incident?
A) Forensic analysis

)
B) Containment and business continuity
C) Root cause analysis

)

D) Legal notification

4. What is the primary purpose of a risk assessment in information security?

A) To eliminate all security risks

B) To identify, analyze, and prioritize security risks
C) To implement technical controls

D) To reduce operational costs

Answers: 1-B 2-B 3-B 4-B
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