
CIAC Practice Test Questions and Answers

1. What is a crime hot spot?

A) A safe zone

B) Location with high concentration of criminal activity

C) A central police station

D) A place for community outreach

2. What is a crime hot spot?

A) A safe zone

B) Location with high concentration of criminal activity

C) A central police station

D) A place for community outreach

3. In OSINT, 'pivoting' refers to:

A) Switching investigative leads from one suspect to another

B) Using a discovered piece of information as the starting point to uncover additional related

intelligence across different sources

C) Changing collection methods after a surveillance operation is compromised

D) Rotating analysts to prevent cognitive bias on long-running investigations

4. Shodan is an OSINT tool used primarily to:

A) Monitor dark web marketplaces for drug trafficking activity

B) Search for internet-connected devices and exposed services, helping analysts identify vulnerable

infrastructure associated with criminal actors

C) Track the movement of vessels across maritime trade routes

D) Map social connections on mainstream social media platforms

Answers: 1-B 2-B 3-B 4-B
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