CHISSP Practice Test Questions and Answers

1. Which of the following BEST describes residual risk in healthcare information
security?

A) Risk remaining after controls have been applied

B) Risk identified during the initial threat assessment

C) Risk transferred to a business associate

D) Risk eliminated through encryption

2. Under HIPAA, which category of organizations is directly regulated as a 'covered
entity'?

A) Healthcare providers, health plans, and healthcare clearinghouses

B) Medical device manufacturers and pharmaceutical companies

C) Health IT vendors and EHR software developers

D) Employers who sponsor self-insured health plans exclusively

3. Under HIPAA, which of the following is NOT considered Protected Health Information
(PHI)?

A) De-identified health information with all 18 identifiers removed

B) Medical records in paper format

C) Oral communications about a patient's diagnosis

D) Electronic billing records containing diagnosis codes

4. What is the MINIMUM content required in a HIPAA-compliant security incident
response plan?

A) Procedures to identify, respond to, and document security incidents involving ePHI
B) A list of every possible cyberattack and its remediation steps

C) Contact information for all healthcare regulators in the US

D) A quarterly schedule for penetration testing activities

Answers: 1-A 2-A 3-A 4-A
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