CHFI Practice Test Questions and Answers

1. What does CHFI stand for in cybersecurity?
A) Computer Hacking Forensic Investigator
B) Certified Hardware Forensic Inspector
C) Cyber Hacking Forensic Intelligence

D) Computer Hardware Forensic Investigation

2. Which of the following is the first step in digital forensics investigation?
A) Data analysis
B) Evidence acquisition
C) Incident identification

D) Report writing

3. What is the purpose of creating a forensic image?
A) To backup important data
B) To preserve evidence in its original state
C) To free up storage space

D) To improve system performance

4. Which hash algorithm is commonly used to verify data integrity in digital forensics?
A) MD2
B) MD5
C) SHA-256
D)BothBand C

Answers: 1-A 2-C 3-B 4-D
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