CCSK Practice Test Questions and Answers

1. Scoping and review activities can be sped up by:

A) Obtaining a letter of attestation

B) Engaging auditors with experience in the cloud space.
C) Relying on certifications instead of audits

D) Outsourcing audits to a "Big 5" auditing shop

2. What is 'vendor lock-in' from a security perspective in CCSK?

A) A security feature that prevents unauthorized access to cloud accounts

B) Dependence on proprietary cloud services that makes migration difficult, potentially forcing
continued use of a provider with degraded security posture

C) A compliance requirement mandating use of a single cloud provider
D) A contractual clause that prohibits customers from auditing providers

3. Which CSA domain covers the security implications of cloud APIs?

A) Domain 4: Compliance and Audit Management

B) Domain 7: Infrastructure Security

C) Domain 10: Application Security

D) Domain 12: Identity, Entitlement and Access Management

4. What is 'data sovereignty' in the context of CCSK cloud security?

A) A cloud provider's right to use customer data for analytics

B) The legal principle that data is subject to the laws of the country where it is stored
C) A customer's right to delete their data at any time

D) The ability to encrypt data across international borders

Answers: 1-B 2-B 3-C 4-B
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