
CCP - Certified Cyber Professional Practice Test

Questions and Answers

1. What is ethical hacking?

A) Illegal access of systems.

B) Testing systems for security vulnerabilities with permission

C) Spying on employees.

D) Bypassing login screens secretly.

2. What is a penetration test?

A) An update procedure.

B) A type of hardware test.

C) An intentional attack to find security weaknesses

D) A firewall test report.

3. What is port scanning used for?

A) To boost Wi-Fi signal strength.

B) To detect open ports and vulnerabilities

C) To clean up storage.

D) To print documents remotely.

4. Why is post-incident analysis important?

A) To punish team members.

B) To close the case and move on.

C) To review actions taken and improve response plans

D) To discard evidence.

Answers: 1-B 2-C 3-B 4-C
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