
CCD Practice Test Questions and Answers

1. What does a SIEM system do?

A) Protects physical buildings

B) Manages employee timesheets

C) Stores and shreds documents

D) Collects and correlates security logs

2. What is application whitelisting?

A) Allowing all apps by default

B) Blocking browser extensions

C) Permitting only trusted apps to run

D) Blacklisting certain file types

3. Why is it important to segment a network?

A) To allow unrestricted access to all users.

B) To reduce network speed.

C) To isolate sensitive areas and control traffic.

D) To make the network structure simpler.

4. What does EDR stand for in cybersecurity?

A) External Device Routing

B) Endpoint Detection and Response

C) Email Delivery Rate

D) Electronic Data Restore

Answers: 1-D 2-C 3-C 4-B
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