CASP+ - CompTIA Advanced Security Practitioner
Practice Test Questions and Answers

1. Which hashing algorithm among the following is the most powerful?
A) DES
B) MD5
C) AES
D) SHA-256

2. Which key exchange protocol provides perfect forward secrecy (PFS)?
A) RSA key exchange
B) Static Diffie-Hellman (DH)
C) Ephemeral Diffie-Hellman (DHE) or ECDHE
D) Pre-shared key (PSK) exchange

3. Which of the following DOES NOT fall under a GDPR data classification?
A) Internal only
B) Public
C) Confidential
D) Symmetric

4. A TLS 1.3 handshake eliminates which legacy feature compared to TLS 1.2?
A) Certificate-based authentication
B) The use of asymmetric cryptography
C) RSA key exchange (non-forward-secret)
D) Digital signatures on the handshake

Answers: 1-D 2-C 3-D 4-C
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