Azure Security Engineer Practice Test Questions and Answers

1. Which Azure service provides centralized security management and threat protection?
A) Azure Monitor

B) Azure Security Center
C) Azure Active Directory
D) Azure Key Vault

2. What is the primary purpose of Azure Key Vault?

A) Network traffic monitoring

B) Securely storing and managing cryptographic keys, secrets, and certificates
C) Virtual machine management

D) Database backup and recovery

3. Which Azure service helps protect against DDoS attacks?
A) Azure Firewall

B) Azure DDoS Protection
C) Azure Application Gateway
D) Azure Load Balancer

4. What does Azure AD Privileged Identity Management (PIM) primarily help with?
A) Managing storage accounts

B) Managing and controlling access to privileged roles
C) Monitoring network traffic

D) Backing up virtual machines

Answers: 1-B 2-B 3-B 4-B
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