ALISON Practice Test Questions and Answers

. What does a risk matrix assess?

A) The probability and impact of identified risks
B) Only the financial cost of risks

C) The number of employees affected

D) The timeline for risk resolution

. What is 'network forensics' focused on?

A) Recovering deleted files from network-attached storage

B) Capturing and analyzing network traffic to reconstruct events and identify attackers
C) Installing monitoring agents on network switches

D) Forensically imaging routers and firewalls

. What is the purpose of a risk register?

A) To document, track, and manage all identified risks throughout a project or operation
B) To eliminate all risks before starting work

C) To assign blame when problems occur

D) To satisfy audit requirements only

. What is 'vishing' in social engineering?

A) Visual phishing using fake websites

B) Voice-based phishing conducted over phone calls
C) Video-based spear phishing attacks

D) Phishing via SMS text messages

Answers: 1-A 2-B 3-A 4-B
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