
ACE Practice Test Questions and Answers

1. What is a root cause analysis used for?

A) To identify the underlying cause of a problem rather than just addressing symptoms

B) To assign blame to individuals who made mistakes

C) To calculate the financial cost of errors

D) To document problems for annual reporting

2. What is the purpose of a forensic report?

A) Document findings accurately and impartially

B) Enhance evidence to support law enforcement

C) Summarize only favorable evidence

D) Exclude data that contradicts the case

3. What is 'slack space' in digital forensics?

A) Unpartitioned space at the end of a disk

B) The unused area between the logical end of a file and the physical end of its last allocated cluster

C) Free space available for new file creation

D) Space reserved for the MFT expansion zone

4. What is 'file carving' in digital forensics?

A) Encrypting recovered files for secure storage

B) Recovering files based on file signatures without relying on file system metadata

C) Hashing all files on a drive for verification

D) Securely wiping files from a disk

Answers: 1-A 2-A 3-B 4-B
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